


This one’s easy.
k-anonymity: k = 3 for release 1, 
k = 2 for release 2.
Attack: If the datasets are released in any order, including simultaneously, the client 
can join and obtain the original dataset.
Defence: If the rows of the released datasets are shuffled, then this attack is not 
possible.

Takeaway: Do not forget to shuffle rows in complementary/sequential releases of the 
same dataset.



Each release taken separately is k-anonymous with respect to QIs={Race, BirthDate, 
Gender, ZIP} with k=2

Yes, the second release increases the privacy risk of records in the original dataset.

Because Symptom has not been considered part of the QI set, an adversary without 
any further background knowledge can reconstruct the original records through 
linking the Release 1 and Release 2 tables. Linkage here is the adversarial strategy 
(or attack). The resulting privacy loss is that we have reconstructed the original 
dataset: we have restored the original values in rows containing sanitized values (3–
4, 7–12). This is not the same as re-identification which could be another type of 
privacy threat. As a next step, an adversary that has the reconstructed data and some 
background knowledge on some of the records (e.g., has an actual person’s identity 
linked to QI = {Race, BirthDate, Gender, ZIP}) could launch a re-identification attack 
to link an identity to a record. This could then further lead to inference of a sensitive 
attribute (Symptom).

Defence: Instead of creating a new sanitization scheme for Release 2, PrivateData 
should add the new k-anonymized rows (red) to the Release 1 table.

Takeaway: You should not switch your sanitisation strategy throughout. If you 
release two different sanitised versions of the same data you need to consider the 
intersection between the version when you assess the risk.



Part 1 example solution:
Concern: Alice has a particular dietary restriction that is revealed after publication.
Adversary: Alice’s workmate that sees her visiting the BecomeAChef several days 

at the office.

Part 2 example solution: 
Generalization on visit duration/UserID and suppression on day of the week.
UserID, day and duration is what the colleague uses in part 1 to single out Alice.
The goal is to increase the size of the anonymity set. (e.g. every user that visits a 

recipe the same number of times as Alice).


